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Abstract

A practical technique for improving the performance of modular exponentiations (ME) is

described. The complexity of the ME algorithm is O%%E modular multiplications
(MMs), where nisthe length of the exponent, requiring an O(n 2) precomputed |ook-up
table size with very small constant of proportionality. The algorithm uses a double-based
number system which we introduce in this paper.
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1. Introduction

In many cryptographic systems[1]-[6] the processors must perform one or more exponen-
tiations over agroup, such asZ,, or an elliptic curve group. Considering that the decompo-
sition of the exponentiation involves alarge number of MMs, this can either be very time
consuming or require large amounts of hardware. The problem can be stated as follows:
given positive integers A,E and p (in many typical cases, such as the ElIGamal cryptosys-
tem[1], pisaprime), computey =A E (mod p). Without using precomputations, Braur’'s
theorem [7] tells us that the computation of y requires a value of n with alower bound of
n = | logE . Thisevaluation is still valid even under unbounded parallelism [14].
Recently, severa papers have appeared which investigate the problem of reducing thetime
needed to perform a modular exponentiation (ME) operation when precomputation of
appropriately selected powers of Aisalowed. Typical applications are discrete |og-based
systems with afixed base [1]-[3]. Some of the previously presented algorithms on this

subject are based on the assumption that the number of the precomputed powersis O(n ")
(r0{1, 2 )andrely on aproper representation of n; however, the number of MMsisstill
cn where c isa constant. In [8] an algorithm based on the representation of n as a sum of
the numbers of the form 2' 3l is presented, and in this case we have on average 0.3381n
MMs. This agorithm was improved in [9], where the representation of n asa sum of the

numbers of theform 3' 5 leads to an algorithm needing, on average, 0.3246n MMs with

alower memory requirement.

In this paper we present a significant improvement to the schemein [8]. It is based on a

new number representation which we will refer to as a double-based number system

(DBNS). In this system, numbers are represented as a sum of integers of the form 23,
with near minimal non-zero digits. Thisrepresentation yields an algorithm that isfaster for

the commonly used 512-bit exponent. All logarithms used in the paper arein base 2.
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2. Mathematical background

Following from de-Weger [10] we use the following definitions:

Definition 1: Aninteger x iscalled s-integer if all its prime divisors are among the first

S primes.

Definition 2: Let G, 3(X) be the set of 2-integers, that is, numbers of the form 2'3

smaller than or equal to x.

An accurate estimation of the cardinality of G 3(x) can be obtained if one uses the follow-

ing theorem, proved by Hardy [11]:

(Iogx) 1 logx
Card(G, 5(x)) = l0g9 +cOogx + Oﬂ Iong D

where c isaconstant. For our purposes the estimation of Card(G, 3(x)) as O((Iogx)z)

will be sufficient.

Definition 3: The representation of a given integer x into the form:

X = Zdi7j2i3j, d,;0{0 1 (2)
]
will be referred to as a double-based number system (DBNS).

The algorithms reported in [8] and [9] are based on a special representation of the expo-
nent as a sum of 2-integers and 3-integers, respectively. The representation of agiven inte-
ger into DBNS s not unique and the different representations lead to different algorithms
for ME. The representation (also not necessarily unique) of a given integer as a sum of
minimal number 2-integers will be referred to as the canonic double-based number repre-
sentation (CDBNR). The main feature of the CDBNR is the unusual sparsity of the repre-
sentation. It is easy to check, for example, that 23 is the smallest integer requiring three 2-
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integers. The smallest integer, requiring four 2-integers is 431, five 2-integers are needed
to present 18431 and six 2-integers are needed to present 3 448 733. Up to thislimit we
can present every integer as a sum of at most five 2-integers. The procedureto find a
CDBNR of agiven very large integer seems to be a very complex task; however, in the
next section we propose arecursive algorithm which alows us to find a representation

which is close to minimal; moreover this algorithm is very easily implemented.

3. An Algorithm for Near-Minimal CDBNR

We start by proposing the algorithm and then proceed to prove a theorem about itstime

complexity.

3.1 Near minimal CDBNR algorithm

We propose the following greedy algorithm with the input as a positive integer x; and an

output of 2-integers, a j, such that Zai = X The algorithm finds the largest 2-integer, w,
|

smaller than or equal to X, and recursively applies the same for x —w until reaching zero.

3.2 Theorem 1

. . _ A0 logx O
The greedy algorithms terminates after k Oﬂoglog oy steps.

Proof: First of all we mentionthat k = O(logx), ssmply by taking the 2-adic and 3-adic

expansion of x. R.Tijdeman [12] has shown that there exists an absol ute constant C>0 such

that there is always a number of the form 223 petween x —

c and x. Now we put
(logx)

Ny = X, and the Tijdeman result implies that there exists a sequence:

Ng>nN,>n,>...>n >n, ©)
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b n; . .
such that n; = 2%3” + n,,andn < " ' C fori=0,1,2,...l.. Obviously the
ogn,

sequence of integers n, obtained viathe greedy algorithm satisfies these conditions. Here

wechoose | = I(x) sothat
nsi< f(x)<n 4)

for some function f to be chosen later.

It follows that we now can write amember of the sequence as asum of k terms of the form

2a3b, where k = [(x) + O(log f (x)) . We now have to estimate |(x) intermsof f(x),
and to choose an optimal f(x). Notethat if i <I, then n, >n, > f(x), hence

n; n;

+1< c < C.Thisimpliasthefollowinginequality:
(logn))~ (logf(x))

n.

X

f(x)<n <——¢ 5
(logf(x))
Thuswefind | (x) < logx —log f(x) We now take
Cloglogf(x) °
_ logx
f(x) = eXpIogIogx (6)

Thefunctionin egn. (6) isthe largest possible (apart from constant) to which we can show

that any number on theinterval [1, f(x)] can be written as a sum of ODloim terms
Hoglogx!

of theform 2""3b . We want to show that with this function f we also have

[(x) = OD_lQQZ_D, I.ethat thereisaconstant D >0 such that
Hoglogx!
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1 logx
() < Dloglogx ("
Thus it suffices to show that:
__logx
logx Ioglogx<1 logx ()
cl logx Dloglogx
0 2
loglogx
Thisinequality can be rewritten as
Dloglogx + Clogloglogx < Cloglogx + D (9

whichistrueif D < C and x large enough. Such aD exists, and so the proof is complete.

0

It is not hard to see that the result from Theorem 1 is the best possible, and that it immedi-

S
ately generalizes to sums of terms of the form ﬂ p3 for any given finite set of primes
i=1

S={pynPy-... P4 -

We refer to the representation obtained viathe greedy algorithm as a near-canonic double-
based number representation (NCDBNR).

The greedy algorithm allows us to very quickly find a representation of a given integer in
the form of egn. (2). The fact that this representation may not be canonic can be seen by
the following example: if x=41, then the above procedure returns 41=36+4+1, whereas 41
can be canonically represented as a sum of two 2-integers, namely 32 and 9. The greedy
algorithm, however, is very easily implemented in practice and it guarantees (Theorem 1)

the sparsity of the representation.
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From Theorem 1 we require, on average, an asymptotically smaller number of onesin rep-

resenting integers in the DBNS than the binary number system. In the latter case, the

expected number of onesto represent an integer, m, is LO.5Iog ZmJ . Therefore, we can

expect asymptotic improvements in the performance of algorithms whose complexity
depends on the number of nonzero termsin the input data. From a practical point of view
it is also important to have some information about the implicit constant associated with
the complexity analysis. Applying current results from number theory, we arrive at arather

pessimistic picture; i.e. all we can say about the constant C, used in the Tijdeman theorem,
isthat it is smaller than 10°! Our computer experiments, however, suggest amuch smaller

value of this constant. For the particular case p; = 2 and p, = 3 thisconstant has been

computed as being close to 1. Numerical experiments supporting this estimation are pre-
sented in the Section 5.

4. A Modular Exponentiation Algorithm based on NCDBNR

The use of the NCDBNR and alook-up table of O (n 2) word size (n: isthe length of the
exponent E) alows an asymptotically fast algorithm, as described bel ow:

Sep1l: Precompute all Azlsl(modp) foralli.,j suchthat 2'3<E and store the
values obtained in alook-up table.
k

Sep2: Find the NCDBNR of E viathe greedy algorithm, that is E = 5 23"
i=1
From Theorem 1 it follows that k = 050
Hogn[!
Sep3:  Multiply (modulo p) the corresponding elements (a,b1),(a,b,),...,(ax,by)
from the look-up table.

We now analyze the time and memory complexity of the proposed algorithm. Sep 1is
pre-computed, therefore the complexity of the algorithm consists only of Step 2 and Step
3. Step 2 requires O(K) operations, therefore, the expected number of MMsin Step 3is

2

n

K 317

OH 0 Thesize of the look-up tableis card(G, 3(E)) = words, and if pis

Hogn!
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comparable in magnitude to the exponent the size of thetableis O(n3) bits. We are grate-

ful to one of the reviewers for pointing this out.

5. Two examples

In confirming the above estimation of the expected number of onesin the NCDBNR, we
offer an example. The selected numbers are 64 and 65-digit prime numbers (212 and 215-
bit respectively) [13].

Pga= 3490 5295108476 5094914784 9619903898 1334177646 3849338784 3990820577

P 65=32769 1329932667 0954996198 8190834461 4131776429 6799294253 9798288533

Theorem 1 predicts that the expected number of onesis 27.67 for p g5. The application of
the greedy algorithmsyields 30 integer pairsfor pg, and 29 integer pairsfor pgg, where
the corresponding pairs of integers (a;, b;) (c;, d;) aregivenin Table 1 and Table 2. Table

3 shows the results of performing experiments with 10000 randomly chosen 512-bit inte-
gersto find the number of 2-integers needed to represent each of the numbersin the
NCDBNR (Theorem 1 predicts that the expected number of onesin NCDBNR should be

512
log,512

about = 57).The computational experiments (including random number genera-

tions) are performed with the help of NTL 1.7 - alibrary for performing number theory,
which isavailable at http://www.cs.wisc.edu/~shoup/ntl/.

TABLE 1. The pairs of integers corresponding to the NCDBNR of pgy
(51,101) (63,88) (55,86) (21,203) (22,97) (79,56)
(46,72) (125,18) (27,73) (101,16) (40,53) (76,26)
(17,59) (54,31) (69,16) (50,24) (45,23) (40,21)
(11,35) (21,25) (7,28) (38,5) (12,17) (18,20)
(14,9 (5,20) (10,9 (8,3) (6,2) (0,0)
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TABLE 2. The pairs of integers corresponding to the NCDBNR of pgs
(78,86) (77,82) (75,79) (42,95) (12,109) (35,89)
(128,26) (35,78) (132,12) (56,54) (81,34) (76,32)
(76,28) (25,51) (48,32) (52,25) (41,26) (22,34)
(8,35) (1,32 (27,11) (4,22) (13,20) (7,12)
(15,3) (1,9 9,1 0,3 (1,0

TABLE 3. Thedistribution of the number of 2-integersin representing 10000 randomly chosen
512-bit integers

number of 2-integers | 52 53 54 55 56 57 58 59
occurrences 1 0 1 4 31 331 | 951 | 2322
number of 2-integers | 60 61 62 63 64 65 66 67
occurrences 2860 | 2403 | 862 207 23 2 1 1

6. Comparison with Published Algorithms

To make afair comparison among the existing techniques, let us consider that the expo-
nent E isa 512 bit integer. The application of the algorithm, based on the hybrid binary-
ternary number system (HBTNS) [8] requires, on average, 173 MMs. The algorithm based
on aternary-quintary number system [9] requires, on average, 166 MMs. Our new algo-
rithm requires, on average, 57 MMs, but it also requires 83370 stored values. If this stor-
age requirement is too severe for a particular application, the algorithm can be easily

modified in order to reduce the memory requirements.

To be more precise, let us assume that the exponent E is written (‘folded’) into the form:

E=2"° E, + E, where E; and E, are 256-bit integers. Then the computation of

y = AE(modp) can be transformed into

256 256
2 5% (modp) = AF:(modp)A™(modp) , where A, = A? (modp). A, can

y=A
be precomputed in advance, so we are in position to precompute two look-up tables con-

taining the values of AD(mod p) and AP(modp), for every D of the form 223P , smaller

than or equal to 2% Now the total size of the look-up tablesis reduced to
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2
2 Dés% = 41347 values. The average number of modular multiplicationsis increased to

2 055556 + 1 = 65; therefore, for the price of eight MMs we can reduce the size of the
2

look-up table by afactor of two. Separating the exponent into more parts (for convenience
their number should be selected as a power of two) we can obtain further reductions of the
total look-up table size. Table 4 gives the expected number of MMs and the required num-
ber of precomputed values for our new approach and for two other published techniques
[31[9].

TABLE 4. Comparison among existing algorithms for M E using precomputations

Algorithms No.MMs Storage
Chen-Chang-Yang [9] 166 36027
Brickell-Gordon-McCurley-Wilson [3] 96 10880
New (unfolded exponent) 57 83374
New (2-folded exponent) 65 41347
New (4-folded exponent) 76 20673
New (8-folded exponent) 92 10336
New (16-folded exponent) 117 5168
New (32-folded exponent) 159 2584

7. Conclusions

A new agorithm for modular exponentiation with fixed base has been proposed. It uses a
double-based number system representation, with pre-stored computations, and requires a
smaller number of modular multiplications than many previously published algorithms.

We introduce a folding procedure which allows a flexible trade-off between table storage

size and the number of modular multiplications.
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